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Who are we?

sy

et Government's central privacy office

COLUMBIA

Orniee or 1t
InrormaTION &

Protecting privacy. Promoting transparency

The Office of the Information
and Privacy Commissioner (OIPC):

» conducts reviews and investigations to ensure
compliance with FOIPPA

» mediates FOI disputes

» comments on FOI and privacy implications of
proposed legislative schemes or public body
programs
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Part 1 — Introductory Provisions
Part 2 — Freedom of Information

Part 3 — Protection of Privacy
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PROTECT PRIVACY
OF CITIZENS

All Records in

the Custody or under

the Control of a
Public Body

Records Management Considerations

s
) Thisisa
- record.
— This is a record.

g

This contains
records.
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Access to Information
o]§
Freedom of Information (FOI)

can only exist
when public
bodies

for
those rights to

- Elizabeth Denham,
Information & Privacy
Commissioner




Open
Transparent

Accountable public bodies

Aim for a culture of openness.

Proactive disclosures
or
Formal FOI process
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i ' Open Information

www.openinfo.gov.bc.ca
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www.data.gov.bc.ca

A sy Data Catalogue

WhatisDMaSC? | DotaCatslogue  Geographic Services

Datasets  Organstions  Groups 3\ Stay Up To Date.

I

Dataset

Service

g the locatio

PA) (PD) ( Privocy mpoct Asse. perond information

Data and Resources

w  Personal Information Directory - 06-Sepl-17 (1.2 15




How to Make an Access
Request

L — —
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.~ What does “Duty to Assist”
“ - really mean? - :

What do I have to
J. do to meet my d




Seek
clarification.

Once a request comes in, you must
not delete records!

Search anywhere your team
stores info.

Document your search efforts.
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Zombie Preparedness: Are You Ready?

Home Send / Receive

,.(

]_l_|_"-1-'-—

Faolder View Live Meeting Service Adobe PDF

eetin 3s
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4 Privacy Helpline MTICEX
[5] Inbox (1)
L7 Drafts
(= Sent ftems
(3] Deleted tems (2}

[[g Junk E-mail
[ outbox
L@ Search Folders

\| e o . .
Clean Up - N ' N ' MR 3 Team E-mail
5 &Junk -3 & e &
Delete Respond Quick §
» Favorites <
Search Privacy Helpline MTICEX [Ctrl+E) L
> Arrange By: Date Mewest ontop

There are no items to show in this view,

1. Click the magnifying glass

Falder View Live Meeting Service Adobe PDF

33y

4 Privacy Helpline MTICEX
L5 Inbox (1)
L7 Drafts
[=y Sent Items
{3 Deleted Items (2}

[@ Junk E-mail
(3 outbox
[0 search Folders

T v @ By Team E-mail
.' € -
Delete Respond Quick §
> Favorites 3
Search Privacy Helpline MTICEX (Ctri=E) P
g Arrange By: Date Newest on top

There are no items to shaw in this view,

1. Click the magnifying glass
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‘ Document
Your
=3 Search
% Efforts
“.%'
Disrega r(dinfg)Requests : 3”:‘:‘:&‘;{% ;?:‘:‘:‘:0;
. BN
'l M’ \Q OR

W
I \\.s\&?@.‘?{%g}‘,‘

Timelines for Responding

12



Timeline for responding = 30

business days

30 day extension for

* Volume

* Detalil
 Consultation
* Consent

The Commissioner can grant

timg @t BRSIARSBrer
considers it fair and
reasonable.

2019-04-02
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By

Line

Review

Right of Review

P O
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Public Interest
Paramount -s. 25

Exceptions and Severing:
Applying Exceptions to Disclosure

FOIPPA
Exceptions

Mandatory = withhold

Discretionary = withhold

16



Mahd]atoiﬁy ,
:Excep_tions_

,Mahdatoi'y,
Exceptions -

Cabinet Confidences s. 12

Mahdatoi'y . ~ Third Party Business
y "y ; Information s. 21
Exceptions -

2019-04-02
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‘Mandatory
LEXC?PF'”?S, d Personal Information s. 22

Personal information
means recorded
information about an
identifiable individual
other than business
contact information.

Mosaic Effect

2019-04-02
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Mandatory
Exceptions '

Information
Relating to
Abortion
Services
s.22.1

Mandatory
Exceptions

//| | Third Party Notice (s. 23;
5.24)

\

Discretionary Exceptions

2019-04-02
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Discretionary Exceptions

Section 13 — Policy advice or recommendations

Section 14 — Legal advice

Section 15 — Law Enforcement

Section 16 — Intergovernmental relations or negotiations
Section 17 — Financial or economic interests of a public body
Section 18 — Conservation of heritage sites, etc.

Section 19 — Individual or public safety

Section 20 — Information published/released within 60 days

| AM NowW CUTTING ALL My
&emmgns ABOUT THE PATIENT F’égheﬂee FILE.

2019-04-02
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\J pe
Policy Advice orWtions s.13
P v £

,Disé_retioha‘ry‘
Exceptions _

,,,,,

2 Disclosure Harmful tgp

"?g Law orcement s. 15 >
™™ 2 d 3

=

Discretionary - &%
Exceptions -
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Dlsclo rmful t
Intergovern’m lati !h‘

Negotlations s. 16

Discretionary
Exceptions

Disclosure harmful to the financialor
economic interests of a public body -s.17

YTy e
| e TN o
kg ol e R e 1

Discretionary
Exceptions

Disclosure harmful to the conservation
of heritage sites, etc. —s. 18

Discretionary .
Exceptions

2019-04-02
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Disclosure Harmful
to Individual or Public Safety - s. 19

,l [Sg——— -, - - IF 3

Discretionary .
Exceptions

Information that will be published or
released within 60 days - s.20

(PUb

Discretionary .
Exceptions

Break

23
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Afternoon Agenda

* Focus on privacy
— Collection, use and disclosure

— Security and retention
— Privacy mantra
* Information incidents
(including privacy breaches)
* Privacy tools

13 ) BT iihi s

So...what is
privacy?

HARVARD

LAW REVIEW.

VoL 1. DECEMBER 15, 1850, No- 5.

THE RIGHT TO PRIVACY.

31l e one sy . el o pivss e, e s,
e bk v Ak, e A7bet b4 400 bt ke
i e i 5 ecelent - ok e Shen ecred ok

L ey ——
HAT the individual shall have full protection in person and

L in progerty is & principlo a3 old 12 the commen Jaw ; bt

it has been found necessary from time to time to define anew the
exact mature and extent of such protection. Political, soclal, and
economic changes entail the recognition of new rights, and the
common law, In its eternal yoath, grows to meet the demands of
society. Thus, in very early times, the Jaw gave a remedy only
for physical interference with life and peoperty, for trespasses vi
¢t anwis. Then the * right 1o Jife * secved caly to protect the
subject from battery in its various forma; liberty meant froedom
from actual restraint ; and the right to property secared 1o the in-
dividual his lands and his cattle. Later,there camea recognition of
man's spiritval nature, of his feelings and his inteliect. Gradually
the seape of these legal rights broadened; and now the right o
life has come to mean the right to enjoy life,— the right to be let
alone ; the right to liberty secures the exercise of extensive civil

privileges ; and the term “ property " has grown to comprise every
form of possession — intangible, as well as tangible.

Thus, with the recognition of the legal valac of sensations, the
protection against actual bodily injury was extended to probibit
mere attempts to do such Injary; that s, the putting anotber in

24
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Privacy is:
* Subjective
* Contextual
* “Negative”

25
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physical spatial

informational

What is my
personal
information?

Information is an asset.

2019-04-02
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Right information.
Right person.
Right purpose.
Right time.

Right way.

Listen & Discuss!

The 10 Privacy Principles

Erlv:acy - @
Principles oS

27
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Freedom of Information and
Protection of Privacy Act
(FOIPPA)

Public bodies

section 26.

2019-04-02

Limit
Collection!

GET ARLLTHE
INFORMATION YoU CAN,
We'LL THINK 0F A

USE FOR (T LATER.

28
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personal information can

be collected...

* Directly from the individual

e With notice

Sample Collection Notice

This information is collected by [public
body] under section 26(c) of the Freedom of
Information and Protection of Privacy Act.
The information collected will be used to
[purpose].

If you have any questions about the
collection, use or disclosure of your
personal information, please contact:

Position title
Physical address
Phone number

BRITISH
COLUMBIA

Ministry of Educatic

,,,,, g Follow Ukes  Usts
9,675 131 3

Fotlowin
586

" X Tweets Tweets & replies Media
BC Min of Education &
@bcedplan BC Min of Education @ Gtcedplan - A
In adherence w/BC Elections Act, our acct will only be used for statutory.

pafak e b Tt B MRy ot Educa L health & safety reasons. See you May 315t

PIgE Jom The T o
Coliection Notice: it

2019-04-02
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How do you handle overshares?

Limit USE ...

Use personal information for
the for which it
was obtained.

Consent (for a secondary purpose)

Consistent purpose =

reasonable connection
+

necessary for duties

2019-04-02

30



... and Limit DISCLOSURE

2019-04-02

Need to know vs. nice to know

o ou Need (17
WHEN P

Now
t L
ne, or. ke p

Making a
decision that
directly
affects an
individual?

31
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Ensure the personal information
is accurate and complete.

An individual has the

right to request correction
of their personal information.

TM HERE To CORRECT AN ERROR W MY FILE.

32
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Privacy and Security

Privacy and Security

% Physical
% Technological
< Organizational

Reasonable security is ...

proportional to the sensitivity of the personal information

Keep data in Canada.

|
\

33
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Incidents
Happen

34
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Prevention is key!

F/:% Smotkey says-

DON'T LET HIM

EvE"T COME HOME TO0 THIS
FOREST
FIRES!

AN OFFICIAL WAR MESSAGE

PREVENY FOREST FIRES!

A Privacy Impact Assessment will
benefit your project.

35
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Privacy is

;-ﬁ"‘.ﬁ
baked s s
in! -
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Complete a PIA during the

Other public bodies:

Ovrrice or THE
InrorMaTION & PrIVACY
CoMMISSIONER
for British Columbio

250-387-5629
info@oipc.bc.ca
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Information Sharing Agreements are the
terms and conditions in the exchange of
personal information.

=> Used when there is a reqular and systematic disclosure of Pl
between public bodies.

Privacy Protection Schedule

e Attach as a schedule to the
contract

* Contractor is an employee

e Can’t contract out of FOIPPA

2019-04-02

BC Privacy and Access Helpline

250-356-1851
(Service BC 1-800-663-7867)

privacy.helpline@gov.bc.ca

WWW.goVv.bc.ca/protectprivacy
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